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CENTRALFAXCENTER 

FEB t ? 2009 

AMENDMENTS TO THE CLAIMS: 

Please amend the claims as follows : 
1. (Currently Amended) An apparatus for default encryption of audio/video content for 
distribution, comprising: 

a conditional access encryption system that uses encryption code words as encryption 

keys ; 

a conditional access management system that communicates widi and manages the 
conditional access encryption system , wherein the conditional access management svstem 
provides the encr yption kevs to the conditional access encryption system and periodically 
changes the encryption kevs : and 

a memory storing default encryption information for use by the conditional access 
encryption system to encrypt certain audio/video content upon a communication failure between 
the conditional access encryption system and the conditional access management system in 
which said communication failure results in an inability for the conditional access management 
system to provide the encryption keys to the conditional access encryption svstem which would 
otherwise result in the audio/video content being distributed unencrypted, the default encryption 
key being distinct from kevs supplied bv an d periodically changed bv the conditional access 
mana^emcnt svstem the tGmiination of eurront onorj^ption nctiirityr . 

2. (Original) The apparatus of claim I , wherein the default encryption information comprises 
default encryption keys. 

3. (Original) The apparatus of claim 2, wherein the default encryption keys are unique for each 
of a plurality of channels, 

4. (Original) The apparatus of claim 1^ further comprising a control computer that initializes the 
configuration memory with the default encryption information. 

5. (Original) The apparatus of claim 1, wherein the configuration memory comprises a non- 
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volatile memory. 

6. (PreviousJy Presented) The apparatus of claim L wherein the content is encrypted with the 
default encryption mforraation if a commimication failure occurs between the conditional access 
management system and the conditional access encryption system. 

7. (Previously Presented) The apparatus of claim 1, wherein the content is encrypted with the 
default encryption information if commimication cannot be established between the conditional 
access management system and the conditional access encryption system, 

8. (Original) The apparatus according to claim 1, wherein the conditioixal access system provides 
selective encryption of the content. 

9. (Currendy Amended) An apparatus for default encryption of audio/video content, comprising; 

a conditional access system; 

means for encrypting content in the conditional access syste m that uses encryption code 
words as encryption keys : 

means for managing the conditional access syste m, wherein the means for managing 
provides the encryptio n keys to the means fnr encrypting and periodically changes the encryption 
keys: 

means for communicating between the managing means and the encrypting means; 

means for storing default encryption information for the conditional access system for use 
by the conditional access system to encrypt certain audio/video content upon a communication 
failure between the conditional access system and the managing means in which said 
communication failure results in an inability for the managing means to provide the means for 
encryption kevs to the means f or encrypting which would otherwise result in the audio/video 
content being distrib uted unencrypted, the default encryption key being distinct jfrom keys 
supplied by and perjodicallv change d bv the means for manaf ^inp tha tcrmi n atinn nf mirrQnt 

Application No,: 10/795,929 

-3- 



PAGE4/22*RCVDAT2/12/200912:18:15PM[EastemStandardto^ 



02/12/200§ 01:20 919-816-9982 



MILLER PATENT SRVCS 



PAGE 



means for configuring the storing means with the default encryption infonnation. 

10. (Original) The apparatus of claim 9, wherein the default encryption information comprises 
default encryption keys. 

1 1 . (Original) The apparatus of claim 1 0, wherein the default encryption keys are unique for each 
of a plurality of channels. 

12. (Original) The apparatus of claim 9, wherein the storing means comprises a non-volatile 
memory; 

13. (Previously Presented) The apparatus of claim 9, wherein the content is encrypted with the 
default encryption information if a communication failure occurs between the management 
means and the encrypting means. 

14. (Previously Presented) The apparatus of claim 9, wherein the content is encrypted with the 
default encryption information if communication cannot be established between the management 
means and the encrypting means- 

15. (Original) The apparatus according to claim 9, wherein the conditional access system 
provides Selective encryption of the content. 

16. (Currently Amended) A method of default encryption of audio/video content for distribution, 
comprising: 

initializing a default configuration memory with default encryption; 

communicating with a conditional access management system to retrieve active 
encryption information for a conditional access system; 

the default encryption beino ; distinct from active encryption information suonlied bv tlie 
conditional access ma nagement svst^ 
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encrypting content for distribution with the active encryption information; 

distributing the content encrypted with active encryption information; 

if a communication failure occurs between the conditional access management system 
and the conditional access system in which said communication failure results in an inability for 
the conditional access managem ent system to provide updated active encryption information to 
support the encrypting which wou ld otherwise result in the audio/video content being distributed 
unencrypted thoitomaination nf currDnt aia^^ryjitinn n'^tivity 

reading the default encryption information jfrom the detaull configuration 

memory; 

encrypting the audio/video content with the defeult encryption information; and 
distributing the audio/video content encrypted with the default encryption 

information. 

17. (Previously Presented) The method of claim \6, further comprising: 

if communication is restored.betwecn the conditional, access management system and the 
conditional access system: 

communicating with the conditional access management system to retrieve active 
encryption information for the conditional access system; 

encrypting the audio/video content for distribution with the active encryption 
information; and 

distributing the audio/video content encrypted with active encryption information. 

18. (Original) The method of claim 16, wherein the default encryption information comprises 
defauh encryption keys. 

19. (Original) The method of claim 18, wherein the default encryption keys are unique for each 
of a plurality of channels. 

20. (Original) The method of claim 16, wherein the default configuration memory comprises a 
Application No.: 10/795,929 
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non-volatile memory. 

21. (Original) The method of claim 16, wherein the encryption comprises selective encryption. 

22. (Original) A computer readable medium storing instructions wliich, when executed on a 
programmed pxx)cessor, carry out the process according to claim 16. 

23. (Cuirentiy Amended) A method of dcfeult encryption of audio/video content for distribution, 
comprising: 

initializing a default configuration memory with default encryption information; 
attempting to communicate with a conditional access management system to retrieve 
active encryption information for a conditional access system; 

if communication cannot be established between the conditional access management 
system and the conditional access system such that said not establishing communication results 
in an inability for the conditional access management system to provide the active encryption 
information to the conditional access encryption system which would otherwise result in the 
audio/vide o content being distributed unencrypted tho torm i niitiQn of current Qncnyrption activity : 
reading the default encryption information from the defeult configuration 
memory, the default encryption information being distinct active encryption information 
supplied by the conditional access management system: 

encrypting the audio/video content with the default encryption infbmaation; and 
distributing the audio/video content encrypted with the default encryption 

information. 

24. (Previously Presented) The method of claim 23, further comprising: 

if communication is achieved between the conditional access management system and the 
conditional access system: 

receiving active encryption information for the audio/video content for 
distribution in. the conditional access system; 
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encrypting the content with the active encryption infonnation; and 
distributing the content encrypted with active encryption infonnation, 

25. (Original) The method of claim 23, wherein the default encryption information comprises 
defeult encryption keys. 

26. (Original) The method of claim 25, wherein the default encryption keys are unique for each 
of a plurality of channels. 

27. (Original) The method of claijin 23, wherein the default configuration memory comprises a 
non-volatile memory. 

28. (Original) A computer readable medium storing instinictions which, when executed on a 
programmed processor, cany out the process according to claim 23. 

29. (Currently Amended) A method of default encryption of audio/video content for distribution, 
comprisixig: 

initializing a default configuration memory with default encryption inforaiation; 

conununicating with a conditional access management system to retrieve active 
encryption information for the content for distribution in a conditional access system; 

encrypting the audio/video content with the active encryption information; 

distributitig the audio/video content encrypted with active encryption information; 

signaling all set-top boxes within the conditional access system instructing them to use 
the active encryption information; 

if a communication failure occurs between the conditional access management system 
and the conditional access system in which said communication failure results in an inability for 
the conditional access management system to provide the active encryption mformation to the 
conditiojnial access encryption svstem which would otherwise result in the audio/video content 
being distributed u n encrypted tlio topmination - of ourront onor^Tirion aotivit^T ! 
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reading the default encryption information from the default configuration 
memory, the default encryption ijiformation being distinct from active encryption information 
supplied b y the conditional acce ?^g jj^flnaprf^ ^ejQt system : 

encrypting the audio/video content widi the default encryption information; 

signaling all set-top boxes within the conditional access system instructing them 
to use the default encryption infomiation; and 

distributing the audio/video conient encrypted with the default encryption 

information, 

30. (Previously Presented) The method of claim 29, further comprising: 

if communication is restored between the conditional access management system and the 
conditional access system: 

receiving active encryption information for the audio/video content for 
distribution in the conditional access system; 

encrypting the audio/video content witJi the active encryption information; 

signaling all set-top boxes within the conditional access system instructing them 
to use the active encryption information; and 

distributing the audio/video content encrypted with active encryption information. 

31. (Original) The method of claim 29, wherein the default encryption information comprises 
default encryption keys. 

32. (Original) The method of claim 31, wherein the default encryption keys are unique for each 
of a plurality of channels, 

33. (Original) The method of claim 29, wherein the default configuration memory comprises a 
non-volatile memory. 

34. (Original) A computer readable medium storing instructions which, when executed on a 
Application No.! 10/795,929 
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programmed processor, carry out the process accordmg to claim 29. 

35. (Currently Amended) A method of default eacryption of audio/video content for distributioxx, 
comprising: 

initializing a default configuration memory with default cncryptioa information; 
attempting to communicate with a conditional access management system to retrieve 
active encryption information for the content for distribution in a conditional access system; 

if communication cannot be established between the conditional access management 
system and the conditional access system such that said not establishing communication results 
in an inability for th e conditional access management system to provide the active encryption 
information to the conditional access encryption system which would otherwise result in the 
audio/video content being distributed unencrvDted the tcrm-mation of currant cL-ici^rpt i nn aotivit\i r 

reading the defeult encryption information from the default configuration, 
memor y, the default encryption information being distinct active encryption information 
su pplied bv the conditional access management systeni : 

encrypting the audio/video content with the default encryption information; 

signaling all set-top boxes within the conditional access system instructing them 
to use the defeult encryption inforaiation; and 

distributing the audio/video content encrypted with the default encryption 

information, 

36. (Previously Presented) The method of claim 35, further comprising: 

if communication is achieved between the conditional access management system and the 
conditional access system: 

receiving active encryption information for the audio/video content for 
distribution in the conditional access system; 

encrypting the audioMdeo content with the active encryption infoiroation; 

signaling all set-top boxes within the conditional access system instructing them 
to use the active encryption information; and 
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distributing the axidio/video content encrypted with active encryption information. 

37. (Original) The method of claim 35, wherein the default encryption inlbmiation comprises 
default encryption keys. 

38. (Original) The method of claim 37^ wherein the default encryption keys are unique for each 
of a plurality of channels, 

39. (Original) The method of claim 35, wherein the default configuration memory comprises a 
non-volatile memory. 

40. (Original) A computer readable medium storing instructions which, when execxitcd on a 
programmed processor, carry out the process according to claim 35. 

41. (Currently Amended) An apparatus for default decryption of audio/video content, 
comprising: 

a receiver conditional access system that provides decryption functions; 
an even decryption engine; 
an odd decryption engine; 

a memory storing odd and even altomato decryption keys for use by the odd and even 
decryption engines; 

said memory also storing a defeult decryption key for use to decrypt the audio/video 
content when the conditional access system receives signaling instructing it to use the default 
decryption key instead of the odd and even aitcrnato decryption keys; and 

wherein, such signaling instruction is received when a communication feilure at an 
audio/video content provider would otherwise permit content to be provided without benefit of 
encryption for decryption using the odd and even altognatc decryption keys by the odd and even 
decryption engines. 
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42. (Original) The apparatus of claim 41, wherein the default decryption information comprises 
default decryption keys. 

43. (Original) The apparatus of claim 42, wherein the default decryption keys are unique for each 
of a plurality of channels, 

44. (Previously Presented) The apparatus of claim 41, whereLa, when signaled to initialize the 
default decryption key, the conditional access system initializes the memory with default 
encryption information received with the signaling. 

45. (Previously Pi:esented) The apparatus of claim 41, wherein the memory comprises a non- 
volatile memory. 

46. (Previously Presented) The apparatus of claim 41, wherein the content is deciypted with the 
default decryption key upon reception of signaling instructing the conditional access system to 
use the de&ult decrjr-pti on key, 

47. (Currently Amended) An apparatus for default decryption of audio/video content, 
comprising: 

means for receiving audio/video content in a conditional access system that provides 
decryption functions; 

an even decryption engine; 
an odd decryption engine; 

a memory storing alternate decryption code words serving as decryption kevs feej^ for 
use by the odd and even decryption engines; 

means for receiving signaling in the conditional access system; 

means for storing default decryption information for audio/video content received in the 
conditional access system for use to decrypt the audio/video content when the conditional access 
system receives signaling instructing ii to use the default decryption information instead, of the 

Application No,: 10/795,929 

-11- 



PAGE 12/22 ' RCVD AT 2/12/2009 12:18:15 PM [Eastern Standard Tm^^ 



02/12/2009 01:20 919-816-9982 



MILLER PATENT SRVCS 



PAGE 



odd and even ahomftfo decryption keys, wherein such signaling instruction is received when a 
communication failure at an audio/video content provider would otherwise permit content to be 
provided without benefit of encryption for decryption using the odd or even decryption keys; and 
means for configuring the storing means with the default decryption information. 

4S. (Original) The apparatus of claim 47, wherein the default decryption information comprises 
default decryption keys. 

49. (Original) The apparatus of claim 48, wherein the default decryption keys are unique for each 
of a plurality of channels. 

50. (Original) The apparatus of claim 47> wherein the storing means comprises a non- volatile 
memory. 

5L (Previously Presented) The apparatus of claim 47, wherein the audio/video content is 
decrypted with the default decryption information upon reception of signaling instructing the 
conditional access system to use the default decryption information. 

52, (Currently Amended) A method of default decryption of audio/video content, comprising: 

receiving audio/video content in a conditional access system that provides decryption 

functions, said audio/video content normally being decrypted using an even decryption engine 

and an odd decrypti on engine operating by use of odd and even oltomatc decryption keys; 

receiving signaling mstructing storage of default decryption information for audio/video 

content in a conditional access system; 

receiving default decryption information for use to decrypt the audioAddeo content when 

the conditional access system receives signaling instructing it to use the default decryption 

information; 

initializing a default configuration memory with the default decryption information; 
receiving active decryption information with audio/ video content in the conditional 
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access system; 

deciypting selected channels with the odd and even decryption engines using the odd and 
even altcrnato decryption keys; 

if signaling reception instructs use of the default decryption infonnation for the 
conditional access system: 

reading the default decryption iixfoimation for the audio/video content from the 
default configuration memory; and 

decrypting audio/video content with the default decryption information; and 

wherein, such signaling reception insti-ucts use of the default decryption information 
when a communication failure at an audio/video content provider w^ould otherwise permit 
content to be provided without benefit of encryption for decryption using the odd and even 
altcrnato decryption keys by the odd and even decryption engines. 

53. (Previously Presented) The metiiod of claim 52, further comprising: 

if signaling reception instructs use of active decryption information: 

receiving active decryption infonnation with the audio/video content in the 
conditional access system; 

decrypting audio/video content with the active decryption infonnation. 

54. (Original) The method of claim 52, wherein the default decryption information comprises 
default decryption keys. 

55. (Original) The method of claim 54, wherein the default decryption keys are unique for each 
of a plurality of channels. 

56. (Original) The method of claim 52, wherein the default configuration memory comprises a 
non-volatile memory. 

57. (Original) A computer readable medium storing instructions which, when executed on a 
Application No.: 10/795,929 
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programmed processor, cairy out the process according to claim 52. 



Application No.: 10/795,929 

-14- 



PAGE 15/22 ' RCVD AT 2/12/2009 12:18:15 PM [Eastern Standard 



